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DETAILED ACTION 

Claims 1-4, 6-9, 14-17, 23-26 are pending. 

Docketing 

Please note that the application has been redocketed to a different examiner. 
Please refer all future communications regarding this application to the examiner of 
record using the information supplied in the final section of the office action. 

Response to Arguments 

Applicant's remarks submitted on 4/19/2007 were considered persuasive. The 
rejections made in the prior office action are withdrawn. However, please note new 
rejections below. 

Claim Objections 

Claims 14 and 23 are objected to because of the following informalities: 

1 . There should be a comma before the first "the" in line 7 of claim 14. 

2. Line 9 of claim 23 should recite "said first set of decryption keys". 

3. It is suggested that applicant consistently use either "said" or "the" when referring 
to the same item in a claim, i.e. see lines 8-10 of claim 23 which refers to both 
"said first-level-of-encryption" and "the first-level-of-encryption". 

4. Appropriate correction is required. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 



Application/Control Number: 09/587,932 Page 3 

Art Unit: 2135 

Claim 23 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

1 . Claim 23 recites "said integrated circuit" and "said set-top box" in the last line, 
both of which lack antecedent basis. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 24-26 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Gammie et al (US 5,381,481). 
Claim 24: 

Gammie discloses: 

1 . Storing a first set of decryption data associated with a first data stream (col 1 1 , 
lines 10-13; col 12, lines 56-61; and col 13, lines 35-42), wherein the first data 
stream includes a first number of services (col 5, lines 40-59). Each of the 
services encrypted using Gammie's invention was encrypted using a different 
encryption algorithm and key thus for the device seen in Figure 5 to be able to 
undo each of the different types of encryption, it must have stored multiple 
different types of decryption algorithm and keys in memory. 
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2. Receiving the first data stream wherein the first data stream has a first-level-of- 
encryption (Fig 4, step 90; Fig 6, step 130; col 9, lines 6-20; and col 9, line 67-col 
1 0, line 3). Note that different services were encrypted using different encryption 
algorithms/levels and sent to the decryption device seen in Figure 5. 

3. Decrypting the first data stream using the first set of decryption data (col 12, lines 
12-16 and Fig 4, step 140). 

4. Storing a second set of decryption data associated with a second data stream, 
wherein the second data stream includes a second number of services (col 11, 
lines 10-13; col 12, lines 56-61; and col 13, lines 35-42). The device seen in 
Figure 5 is capable of decrypting data streams encrypted using different 
encryption algorithms, thus this means that it stored more than one type of 
decryption algorithm and keys. 

5. Receiving the second data stream wherein the second data stream has a 
second-level-of-encryption (Fig 4, step 90; Fig 6, step 130; and col 9, line 67-col 
10, line 3). 

6. Decrypting the second data stream using the second set of decryption data (col 
12, lines 12-16 and Fig 4, step 140). 

7. Utilizing a common memory to decrypt the first data stream and the second data 
stream (col 11, lines 10-13; col 13, lines 35-42; and Fig 5, items 52' and 122). 

Claim 25: 

Gammie further discloses wherein the first set of decryption data comprises at 
least one decryption key (col 11, lines 10-13; col 12, lines 12-16; and Fig 5, item 122). 
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Note that item 122 is a register used to store the seed generated by seed 
generator 112. The seed is used in decryption, thus is a decryption key data. 
Claim 26: 

Gammie further discloses wherein the second set of decryption data comprises 
at least one decryption key (col 11, lines 10-13; col 12, lines 12-16; and Fig 5, item 
122). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a 
person having ordinary skill in the art to which said subject matter pertains.' Patentability shall not be negatived 
by the manner in which the invention was made. 

Claims 1-4, 6-9, and 14-17 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Gammie et al (US 5,381,481) in view of Wasilewski et al (US 
5,400,401) 
Claim 1: 

Gammie discloses: 

1 . Storing a first set of encryption data associated with a first data stream (col 5, 
lines 10-13, 40-59; col 6, lines 10-13 and 50-57; and col 9, lines 5-20). Note that 
a system key, SK, and seeds which are generated to be used in the encryption of 
data streams are stored by Gammie's invention. The algorithms used to encrypt 
the data are also stored in the service encryptor(s) and in seed encryptor 50 
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seen in Figure 2. For purposes of discussion, the examiner will refer to the digital 
video signal as the first data stream. It should be understood though that any of 
the other signals discussed in column 5, lines 40-59 can be considered the first 
data stream. 

2. Encrypting the first data stream having a first-level-of-encryption (coi 5, lines 27- 
39; col 7, lines 3-5; and col 9, lines 6-20). 

3. Sending the first data stream to a destination device for decryption (Fig 4, step 
90). 

4. Storing a second set of encryption data associated with a second data stream 
(col 5, lines 10-13, 40-49; col 6, lines 10-13 and 50-57; and col 9, lines 5-20). 
Each of the services is encrypted using a different algorithm and seed data. As 
such, there are multiple sets of encryption data stored by Gammie's invention, 
each one associated with a different data stream. For purposes of discussion, 
the examiner will refer to the digital audio signal as the second data stream. It 
should be understood though that any of the other signals discussed in column 5, 
lines 40-59 can be considered the second data stream as long as it is not already 
considered the first data stream. 

5. Encrypting the second data stream having a second-level-of-encryption, the first- 
level-of-encryption being different from the second-level-of-encryption (col 7, 
lines 3-5 and col 9, lies 6-20). Since each data stream is encrypted with a 
different algorithm, the level of encryption for each stream is different 
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6. Utilizing a common memory to encrypt the first data stream at said first-level-of- 
encryption and to encrypt the second data stream at the second-level-of- 
encryption (col 7, lines 9-16 and col 9, lines 21-45), Note that rather than having 
multiple components to implement each of the encryption algorithm as seen in 
Figure 2, Gammie discloses that it is within the scope of his invention that the 
different components seen in Figure 2 are implemented by shared units or even 
in a single CPU. Further, note that SK memory 52 is shared by all the encryption 
units. 

7. Sending the second data stream to the destination device for decryption (Fig 4, 
step 90). 

Gammie does not explicitly disclose wherein the first data stream includes a first 
number of services. Gammie does not explicitly disclose wherein the second data 
stream includes a second number of services that is different from the first number of 
services. However, recall that for purposes of discussion, the examiner considers the 
digital video stream disclosed by Gammie as the first data stream and the digital audio 
service as the second data stream. Further, Wasilewski discloses a first data stream 
includes a number of services (Fig 9; col 11, lines 12-28; and col 13, lines 64-66). Note 
that a number of video services (Vi'...Vn') are combined by a multiplexer 114 seen in 
Figure 9 of Wasilewski into a video stream, i.e. video data packets 120. Each of these 
video services (Vi'...Vn') corresponds to the video service of a particular show or 
program (Fig 1). Wasilewski also discloses a second data stream includes a second 
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number of services that is different from the first number of services (Fig 9 and col 14, 
lines 62-66). Note that a number of audio services (Ai\..An') are combined by 
multiplexer 110 as seen in Figure 9 into an audio stream. Each of these audio services 
(Ai'...An') corresponds to the audio service of a particular program or show (Fig 1). The 
video stream 120 and audio stream 122 is then encrypted using global encryptor 128 
(col 15, lines 20-29). 

At the time applicant's invention was made, it would have been obvious to one of 
ordinary skill in the art to combine the teachings of Gammie and Wasilewski to arrive at 
the invention as claimed in claim 1 . One skilled would have done so by encrypting a 
video stream made by multiplexing the video services of multiple programs as taught by 
Wasilewski using a first level of encryption as taught by Gammie. One skilled would 
also combine the two teachings by encrypting an audio stream made from multiplexing 
the audio services of multiple programs as taught by Wasilewski using a second level of 
encryption as taught by Gammie. One skilled would have been motivated to 
incorporate Wasilewski's teachings within Gammie's invention by multiplexing the 
number of services into a data stream because doing so ensures a more efficient use of 
system bandwidth (Wasilewski: col 2, lines 26-27). 
Claim 2: 

Gammie further discloses wherein the first set of encryption data comprises at 
least one encryption key (col 5, lines 27-32 and col 6, lines 50-57). 
Claim 3: 
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Gammie further discloses wherein the destination device comprises a set-top box 
(Fig 5 and col 10, lines 57-59). The receiver seen in Figure 5 can be considered a set- 
top box since Gammie's invention can be used in a cable broadcast system. 
Claim 4: 

Gammie further discloses storing a plurality of decryption algorithms at the set- 
top box (col 12, lines 56-61). 
Claim 6: 

Gammie further discloses wherein the first-level-of-encryption utilizes the Data ' 
Encryption Standard and wherein the second-level-of-encryption utilizes an encryption 
algorithm different from said Data Encryption Standard (col 7, lines 1-8). 
Claim 7: 

Gammie further discloses decrypting the first data stream at the set-top box; and 
decrypting the second data stream at the set-top box (Fig 6, steps 136 and 140). 
Claim 8: 

Gammie does not explicitly disclose storing a portion of the first set of encryption 
data in a RAM. However, official notice is taken that storing encryption data within RAM 
was well known in the art of computing at the time applicant's invention was made. It 
would have been obvious to one skilled in the art to modify Gammie's invention such 
that instead of using the registers (Fig 2, items 44, 46, and 48) to store a portion of the 1 
first set of encryption data, one instead used RAM. One skilled would have been 
motivated to do so because RAM is typically used to store most working data for a CPU. 
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Note that Gammie discloses that his invention can be implemented via use of a CPU 
(col 9, lines 37-45). 
Claim 9: 

Gammie further discloses storing a portion of the first set of encryption data in a 
register of a microprocessor (col 9, lines 37-45). 



Claim 14: 

Gammie discloses: 

1 . Allocating a memory with at first set of decryption data corresponding to a first- 
level-of-encryption (col 11, lines 10-13 and 29-37; col 12, lines 56-61; and col 13, 
lines 35-42). Note that a decryption seed is generated by seed generator 112 
seen in Figure 5. Since the encryption device utilizes different encryption 
algorithms to encrypt different data streams, the decryption device of Gammie 's 
invention also must load different decryption algorithms into active memory. 

2. Receiving from an originating source a first data stream having the first-level-of- 
encryption, the second set of decryption data corresponding to said second-level- 
of-encryption (col 9, line 67-col 10, line 3; Fig 4, step 90; and Fig 6, step 130). 
Note that the encryption device of Gammie 's invention sends over multiple data 
streams which have differing levels of encryption. As such, the decryption device 
would receive multiple data streams having different levels of encryption. 

3. Re-allocating the memory with a second set of decryption data corresponding to 
a second-level-of-encryption, the second-level-of-encryption being different from 



Application/Control Number: 09/587,932 Page 1 1 

Art Unit: 2135 

the first-level-of-encryption (col 12, lines 42-61; col 13, lines 35-42; and Fig 6, 
steps 136-144). Note that the decryption device can be implemented via a CPU. 
The CPU must be able to decrypt data having different levels of encryption. As 
such, the CPU must be able to allocate and re-allocate memory with appropriate 
sets of decryption data for each different encryption algorithms and levels. 

4. Receiving from the originating source a second set of data stream having the 
second-level-of-encryption (col 9, line 67-col 10, line 3; Fig 4, step 90; and Fig 6, 
step 130). 

5. Storing in memory said first set of decryption data corresponding to a first-level- 
of-encryption (col 11, lines 56-61; col 12, lines 56-61; and col 13, lines 35-42). 
The decryption device must be able to decrypt data that has been encrypted by 
different encryption algorithms, thus there must inherently be stored in memory 
decryption data corresponding to each decryption algorithms. 

Gammie does not explicitly disclose the first data stream having a first number of 
services. Gammie also does not explicitly disclose the second data stream having a 
second number of services different from the first number of services. However, as 
discussed in the rejection of claim 1, these limitations were disclosed by Wasilewski. At 
the time applicant's invention was made, it would have been obvious to one of ordinary 
skill in the art to modify Gammie's invention using Wasilewski's teachings according to 
the limitations recited in claim 14. One skilled would have been motivated to 
incorporate Wasilewski's teachings such that the first data stream had/includes a first 
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number of services and the second had/includes a second number of services different 
from the first number of services for the same reasons discussed in claim 1 . 
Claim 15: 

Gammie further discloses detecting that the second-level-of-encryption of the ' 
second data stream is different from the first-level-of-encryption of the first data stream 
(col 12, lines 56-61). The invention must be able to detect that a first data stream has a 
different level of encryption than a second data stream to be able to properly decrypt the 
each data. That is it must be able to detect that the algorithm needed to decrypt a first 
stream is different from what is needed to decrypt a second stream. 
Claim 16: 

Gammie further discloses wherein the allocating a memory with a first set of 
decryption data corresponding to the first-level-of-encryption comprises storing 
decryption key data (col 11, lines 10-13; col 12, lines 12-16; and Fig 5, item 122). Note 
that item 122 is a register used to store the seed generated by seed generator 112. 
The seed is used in decryption, thus is a decryption key data. 
Claim 17: 

Gammie further discloses wherein the re-allocating the memory with a second 
set of decryption data corresponding to said second-level-of-encryption comprises 
storing decryption key data (col 11, lines 10-13; col 12, lines 12-16; and Fig 5, item 
122). 
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Claim 23 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wasilewski et al (US 5,400,401) in view of Gammie et al (US 5,381,481) 
Claim 23: 

Wasilewski discloses: 

1 . Providing a first set of services comprising a first number of services (Fig 9; col 
11, lines 12-28; and col 13, lines 64-66). Note that there are a number of video 
services associated with different programs. 

2. Encrypting at least one of said services from said first said first set of services 
(col 13, lines 18-20). 

3. Combining the first set of services into a first data stream (Fig 9; col 1 1 , lines 12- 
28; and col 13, lines 64-66). 

4. Transmitting said first data stream (col 17, lines 12-25). 

5. Providing a second set of services comprising a second number of services 
different from the first number of services (Fig 9 and col 14, lines 62-66). Note 
that there are a number of audio services associated with different programs. 

6. Encrypting at least one of said services from said second set of services with an 
encryption algorithm (col 13, lines 18-20). 

7. Combining the second set of services into a second data stream (Fig 9 and col 
14, lines 62-66). 

8. Transmitting said second data stream (col 17, lines 12-25). 
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Wasilewski does not explicitly disclose the at least one of said services from said 
first set of services are encrypted at a first-level-of-encryption while the at least one of 
said services from said second set of services are encrypted using an encryption 
algorithm different from said first-level-of-encryption. Wasilewski does not explicitly 
disclose storing a first set of decryption keys associated with said first-level-of- 
encryption, said first set of decryption keys corresponding to the decryption algorithm for 
said first-level-of-encryption. Wasilewski does not explicitly disclose storing a second 
set of decryption keys associated with said second-level-of-encryption in an integrated 
circuit in a set-top box. 

However, Gammie disclose at least of one service from a first set of services is 
encrypted at a first-level-of-encryption while at least one of service from a second set of 
services are encrypted using an encryption algorithm different from said first-level-of- 
encryption (col 7, lines 3-5 and col 9, lines 6-20). Note that Gammie discloses several 
services (col 5, lines 40-59) and each of those services are encrypted using a different 
algorithm, thus each of the services are encrypted at a different level of encryption. 

Gammie further discloses storing a first set of decryption keys associated with 
said first-level-of encryption, said first set of decryption keys corresponding to the 
decryption algorithm for said first-level-of-encryption and storing a second set of 
decryption keys associated with said second-level-of-encryption in an integrated circuit 
in a set-top box (Fig 5; col 11, lines 10-13; col 12, lines 56-61; col 13, lines 35-42). Note 
that the device seen in Figure 5 is considered a set-top box. It contains several 
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memories (at least items 52' and 122) which store values used in decryption of the 
received data streams containing the services. The data streams were encrypted with 
different levels of encryption. 

At the time applicant's invention was made, it would have been obvious to one 
skilled in the art to modify Wasilewski's invention according to the limitations recited in 
claim 23 in light of Gammie's teachings. One skilled would have been motivated to 
incorporate Gammie's teachings of different levels of encryption for a first and second 
set of services because Gammie discloses that television operators sometime may want 
to encrypt certain services more strongly than others (col 9, lines 6-12). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ponnoreay Pich whose telephone number is 571-272- 
7962. The examiner can normally be reached on 9:00am-4:30pm Mon-Thurs. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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